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Two-factor authentication
using a web browser
extension

The tutorial was prepared by using Google Chrome as
an example
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Authenticator

Official guide for web browsers:

E I o Authenticator

- Two-factor authentication in your browser
o =

1. Download links based on the
browser:



https://authenticator.cc/docs/en/quickstart
https://chrome.google.com/webstore/detail/authenticator/bhghoamapcdpbohphigoooaddinpkbai
https://addons.mozilla.org/en-US/firefox/addon/auth-helper/
https://microsoftedge.microsoft.com/addons/detail/ocglkepbibnalbgmbachknglpdipeoio

1. Download the browser extension.

=fsions and themes

[ Add to Chrome ]

i~ chrome web store Discover Extensions Tha

,_E'.-E Authenticator

&3 authenticator.cc @ Featured 3.9 ¥ (1.7K ratings)

Extension Privacy & Security 4,000,000 users

oIl Add "Authenticator"?

2. Confirm the download in the
browser. 3. Open the
extensions.

ws  Univerzitni informaéni systém

e, 4. Pinthe
extension.

No
These extensions don't neea nd change
information on this site.

Authenticator

Manage Extensions




Setting up authentication using one-time passwords (OTP) in the UIS

1. Login to UIS.

Personal administration

(= Log in to the Personal administration of UIS) « First log in to UIS instructions « System integrators

Information system set-up

. 2. In the Information System set-up
» Setting of authentication using one-time : .
e e section, select Setting of

« Security data for password restoration i A A _$3
« Change identity authentication using one-time

» My operations M passwords (OTP).




SETTING OF AUTHENTICATION USING ONE-TIME PASSWORDS (OTP)

On this page you can set two-factor authentication using one-time passwords (OTP). Before you start using the login, you need to set your
mobile phone. First download the application for generating one-time passwords, e.g. Google Authenticator or Authy.

Find the applications in Google Play and in App Store.

+ Android - Google Authenticator
* Android - Twilio Authy . .
= Android - Microsoft Authenticator

[ Anrold - Microsoft Authen 1. Proceed with the settings.
+ i0S - Twilio Authy

« iOS - Microsoft Authenticator

As soon as you have installed one of the applications in your mobile deyis e button below to go to Initiate setting.

| have installed application, | want to initiate setting

e New QR code was generated for you. If you have an entry from UIS MENDELU in your mobil lication, r this entry
before scanning QR code.

I 2. A QR code will appear on the page.

QR code

L o

| am unable to scan QR code

C ot iring with mobile device

P F

To complete pairing, enter the two consecutive codes displayed by the application in the boxes First code and Second code. Click on the
Complete pairing button to complete the pairing (saving in UIS). Click on the Complete and activate login button to complete pairing and
to activate login using one-time passwords.

First code

Second code

Complete pairing ~ Complete and activate login



Find the applications in Google Play and in App Store.

Android - Google Authenticator
Android - Twilio Authy

Android - Microsoft Authenticator
iOS - Google Authenticator

i0S - Twilio Authy

iOS - Microsoft Authenticator

Below see the unique QR code valid while you view this page. Scan the QR code using the application in your mgh# ater a new
entry will be added to your application - UIS MENDELU account. Every 30 seconds new code will be generated 0 there.

Alication, remove this entry

e New QR code was generated for you. If you have an entry from UIS MENDELU in yg
before scanning QR code.

Extensions

Full access

Thes Authenticator
on tk Has access to this site

1d change information

Authenticator

On the toolbar, directly select
B the Authenticator icon or choose
™ the icon for all resolutions.

To cd the boxes First code and Second code. Click on the
Comp| e p— pv——— e—— - =wermplete and activate login button to complete pairing and
to activate login using one-time passwords.

Manage Extensions

First code

Second code

Complete pairing  Complete and activate login



Authenticator
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No accounts to display. Add your first
account now. Learn more

is.mendelu.cz says

X

@is.mendelu.cz has been added.

1. In the Authenticator extension,

choose the option to scan the QR
code.

2. After selecting the QR code, you
will see a success message.




Find the applications in Google Play and in App Store.

« Android - Google Authenticator

« Android - Twilio Authy

* Android - Microsoft Authenticator
« iOS - Google Authenticator

= iOS - Twilio Authy

» i0S - Microsoft Authenticator

Below see the unique QR code valid while you view this page. Scan the QR code using the application in your mgh# f new
entry will be added to your application - UIS MENDELU account. Every 30 seconds new code will be generaigs

e New QR code was generated for you. If y|
before scanning QR code.
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5 QR kod
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| am unable to scan QR code

Complete pairing with mobile device

1. Copy two consecutive codes.

To complete pairing, enter the two consecutive codes displayed by the application in the boxes First code and Second code. Click on the
Complete pairing button to complete the pairing (saving in UIS). Click on the Complete and activate login button to complete pairing and

to activate login using one-time passwords.

First code

Second code

Complete pairing  Complete and activate login

2. Paste the codes into the form.

e Authenticator

Show all entries
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UIS MENDELU
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To complete pairing, enter the two consecutive codes displayed by the application in the boxes First code and Second code. Click on the
Complete pairing button to complete the pairing (saving in UIS). Click on the Complete and activate login button to complete pairing and

to activate login using one-time passwords. 1. After Completing choose "Finish
. ’
and activate login."

First code

Second code

(ol JEICY LMl Complete and activate login

SETTING OF AUTHENTICATION USING ONE-TIME PASSWORDS (OTP)

@ Login using one-time password (OTP) was successfully activated.

2. In UIS, you will see a success
message.
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Additional information

e B @

( €J  Synchronizace je zapnuta

G Spravovat et Google

®  Zavfit 2 okna

Dalsi profily

@ Heost

+ Pridat

If you have synchronisation enabled in
Google Chrome, this means you'll be
able to connect on another computer
using that account.
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